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Where does EntryBleed fit in?



3



4



5



6

Contributions

CVE-2022-4543: 
KASLR bypass on 

bare metal and VT-x

Reveal 
misconception in 

KPTI security

Provide root cause 
analyses
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Why should we care?  🤔
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Back in the old days…

Kernel Bug Exploit Hardcoded 
Offsets

root😈
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KASLR
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With KASLR

Kernel Bug Exploit Hardcoded 
Offsets

root😭
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With KASLR

Kernel Bug Exploit KASLR 
Leakage

root😈

Rebased
Offsets
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With KASLR

Kernel Bug Exploit KASLR 
Leakage

root😈
Can take as much 

effort as main 
exploit

Rebased
Offsets
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With EntryBleed

root😈

Kernel Bug Exploit KASLR 
Leakage

Rebased
Offsets



14

Pre-Meltdown
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Prefetch Attack
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Prefetch Attack
● If a VA is invalid
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Prefetch Attack
● If a VA is invalid

○ No ISA exceptions
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Prefetch Attack
● If a VA is invalid

○ No ISA exceptions
○ But takes longer
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Prefetch Attack
● If a VA is invalid

○ No ISA exceptions
○ But takes longer

side-channel vector😈
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KPTI
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KPTI
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Does the prefetch attack still work?
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Prefetch vs. KPTI
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Prefetch vs. KPTI
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But...
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Isolation Flaw in KPTI
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Isolation Flaw in KPTI
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What VA is reasonable for this mapping?
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Attack Strategy
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Attack Strategy
● Bruteforce range

○ Start: 0xffffffff80000000
○ End:   0xffffffffc0000000

● Increment by 2MB
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Results
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Results
CPU Model Kernel Version Average Leakage 

Time (s)
Accuracy Rate

Intel i5-4590 5.4.0-146 0.2236 100%

Intel i7-7950H 5.15.0-83 0.2761 99.7%

Intel i7-6700 5.15.0-67 0.1334 99.6%

Intel i7-7950H 
(KVM)

5.15.0-58 0.4148 99.9%
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DEMO

https://drive.google.com/file/d/1B9LoK_5vuYNuulyJZ1eMsWbgwfONHLzp/view?usp=sharing
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USER ROOT


hasp_demo
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How can prefetch work after address space switch?
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arch/x86/entry_64.S, entry_syscall_64, v6.5.9
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arch/x86/entry_64.S, entry_syscall_64, v6.5.9
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arch/x86/entry_64.S, entry_syscall_64, v6.5.9
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arch/x86/entry_64.S, entry_syscall_64, v6.5.9
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Attacking Guest OS
● How does side-channel fare under VM 

exits? 🤔
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Read the paper!

EntryBleed against 
VM Exits

Mitigation
Proposal

Fully Working
POC

Effects of VM
MMU

Optimizations

More Data
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Takeaways
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Takeaways
● KPTI is insufficient against prefetch



49

Takeaways
● KPTI is insufficient against prefetch
● An unpatched Linux KASLR bypass on Intel
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Takeaways
● KPTI is insufficient against prefetch
● An unpatched Linux KASLR bypass on Intel
● Lowers exploitation difficulty



51

Questions?
willsroot.io will@willsroot.io


