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Address Space Layout Randomization (ASLR)
• ASLR is to relocate victim code with a 

randomized offset.
• Code reuse attacks need to perform an extra 

step to bypass ASLR.
• ASLR is widely deployed in modern systems:

• e.g., Linux, Windows, macOS
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[1] Zhao, et al., “Binoculars: Contention-Based Side-Channel attacks exploiting the page walker,” in USENIX Security 2022.

ASLR secret is used to index into page tables and 
microarchitecture structures.

Cache

Secret-dependent side effects on cache!



Attack 2: Distinguishing Valid/Invalid Addresses[1]
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[1] Jang, et al., “Breaking kernel address space layout randomization with Intel TSX,” CCS 2016.
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{
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latency = transient_probe(guess_addr);

}

Insert an entry to TLB Faster probe
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Accessing valid and invalid addresses has 
distinguishable microarchitectural side effects.
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Baseline Bits Oreo Bits Security Outcome
All None Vulnerable to ASLR bypasses

None All Vulnerable to Spectre-like attacks
Some Some Safe on both sides!
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More in the Paper...
• Prototype

• SW: Linux
• HW: gem5 simulator

• Evaluation
• Performance evaluation on SPEC and LEBench
• Security evaluation on multiple leakage paths

• Formal reasoning of Oreo's security property (in extended version)
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Oreo introduces negligible performance overhead.
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Valid address is leaked!

The prefetch attack no longer works on Oreo.
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